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(57) Abstract: 



PURPOSE: A device and method 
for managing encryption key are 
provided to prevent a leakage of 
encryption by adding an 
encryption function to hardware. 

CONSTITUTION: A user PC(100) 
includes a first communication 
circuitO 10) which processes the 
encryption key and a USB 
(universal serial bus) encryption 
key(120) which controls the 
number and time of access to a 
consecutive number. An access 
server(150) transports the 
encryption of the USB 
encryption key(120). An 
authentication server(200) 
includes a second 
communication circuit(210) 
which processes the USB 
encryption key(120) to make 
encryption text and a 
communication processor(220) 
which performs the encryption. 
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e ^sg &s 3i &ejsxi si 3 ^soji ae» ch^ ^msmi^ ^eshoi m$o\\ gfssf Ji^e ^^hmoi &ssi se^ bjh e§xi 
d\ ^2 9ie srohLHzi 5§fE^ ssssffe sa 3i aaisxi » 3 ^soii as sj^sah, b ggoii 21 e gtsa sxi » »boii 21 ws. Af§ 

If PCS! CIS AHtHZhOilfe &a 3 IP g^S 2i3 g**^2| S^!0||fe S7H3I2* grsettOI aaim°£ gfS 3 PI- ^^S^U g^£|X| Of 

3, mn^iioj 3m wass^ ^tsb s^oii cn^g /die 4* &°hs ^mi 4= ao. 

£1 

^eioi 

AfgXf PC. 2ig AHtH. USB gfS 31 
SAIIAH 

East sea 

se is b Nraoi mm &s. 3\ aaisag uayi me. a 

£ 2fe £ 121 31 3£l UE*fc" £AHE0|Lh 

* £921 ^fi¥^0li am ¥s2J * 
100 : A1SXI- PC 0012O : USB gf£ 3| 
150 : MW oo200 : Bie Alttloo 

»asi ^aii» gg 

»SOI ^Shfe 716 * 3 M012J ^^716 
B 31 2*£IS£| a 3 gfgiOII afi CH^ ^/dlo^lfe 911 01 XUIIOil &SSf 3|^g 30^0* &S2| ^£ SEfe &XH £S» 

i\ &s. 318 aotuixi ^a*£ni gmmm^r &a 31 ^aisxi §y 3 @*boii as 5101a. 

SI5 Alg£J^ g SSL(Secured Socket Layer)0il 21 ff SSS 01 £ *0I &S 3IS S^(Plaln Text)g &S»m3. 3 Sgf 

3au. 01 ass- g^ag eiayi et!&2j ga ^oiiej- ?e.^§ ^3 api oh soil 01 £ 4=^1 *oi aigJ3ig g^, xissfe uisa 
s2j aaig ^ssmi e*a. 01 g Tii «s& aatas a eh Ahgxieoi A^g6pp^ ges^i hjschi sgstfe aioii^ bjo^i- swi 
3h ao. 
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£©. 01 °^ fc AhgAfSf AHbfl3l £1H^0I! 2gS #EH(on-line)gJ 3^. AhgA>3|- 9J±imX| SShfe AKOICKI A|gW2| m£3ICH 3|2J 

g^SI 3^xHfe 3|££ ^(Keyboard hooking) 31 £g S6H AhSX*3f °J^^ °JS3|- 4= 2iCf. ^, SSrmOl sH^S^XfS^ 

£SX10II 2J6K)j of^^lCH 3l£f dl§iem3> ^Si 4 ?IQ. 



^3 01 01^3X1- 6hi= 3|^*| M 

CJ-BJ-AH , S ^98 #31 2f ^XJISg 5H^5PI ^l5H 0l¥CH£! 21H^AH. m£^|0121 ZIB§[ £2*o^ o^sj- & 4= 2i3 ££JX>3f AHbHS § 



#3|*h i*#m3| flff e &fi 31 ^Ej#xlCHI 2|8hB, ^S2J 3IS £H£|S>fe XIII e<ysi^2| 31313°^ #&!• SfE 

?«ch3|£ah g^sn $4 §5 321 m^M&m mmm^ £xi@usb &s 3ig sss A r gxf pcsk #31 Afgx* pes* xin ^ *I2 
s^ixH^e mm s^gcn use &a 3121 a^s^ s^AHbHsh #31 AHtns^Ejsj a^a^ gfi^i eiea^i # 

31 USB &s 3\m XHdioffe XII2 e^!SIS2f SIBIS gAjH^AJIAiM SSr& °1§ AH ttf H S&St 51 M ecK 



se ^ ^goj ^AlOllOi! OTi^ 31 ^ai^SOil Sims, MSXf PC01I USB &fi 3IS #Sj8>fe Xill EMI: #31 AHI Af PC3> 3^ AHWS MoH 
ei§ AH tH Oil 21W AH bH CHI S^g fi^ehfe XII2 &34I; #3| XI] 2 EMI Oil gSSfOi 9J§ AHdHfe MgXf PCS¥9 g^S ^SSai S3H3ISAH £i# 
& SeShfe XII3 EMI; CIS, #31 MSA> PC2! USB 3|fe S3H3IM 0|g6K)1 2*#6lfe XII 4 EMI; #3| »g@ 0 j£?§ #31 

USB &sL 3I^¥9 #31 3^ AHtHS §8H #3| PJg AHdHOil S^Sfb XII 5 EMI: Si. #3L 21S AHWS ^SiSK>j #3| USBg^S 3|3h S#SF9a 
^ #31 AHW3f 3 3IS eigsf^ SI6 B3jl« S»& 3i ^Q. 



0ISKH1AH ^ ^g£J &s 31 &aj#xl §J 3 ^S2| ^ ^AIOUCHI UloHAH S¥@ £2 £1.31 £ 2M SfSmOl 6l98fe DsHf i*Ch 

£18^ ^SSi ^AIOIIS ^^mfe 31 SaSXICHI MSa> PC(IOO), a^A|l«(150). eie AH ^ (200)5 ££°J ?21 £ 

Al© g^£0|Cf. £A|@ ^AlOllOilAH AfgXf PC(100)i=. AM 10), #3| A^Ah PC(100)UI0II #£J3^th USB(Universal Serial Bus)^ 
s. 31(120)^ ^#£JCH 21Cf. SE& UI^^IB oig AHtH(200)fe XII 2 e^!SJS(210)2f Btt 5SAHI AH(220)S ^#aCH SiD. #3| AfgAF P 

C(100)£J XI1 1 5^!aS(110)fe £#°J &m 3IS xHdlSFfe &Ch #31 USB &s 31(120)^ #3| AFgXf PC(100)0|| 3|3}|^og #*f J\ 

5& m£^ICH 3|^AH£J #31 S^AHbf1(150)fe #31 Ah§ AfPC(1 00)2} fije AjtH(200)AfO|CHI AH 3IB CHIOISM ^» 

S etO. #31 e!S AHW(200)°J XII2 S^slS(210)2> e^iHSAHl AH(220)^ #3! AHtH{150)2l 2S£I3 #3| USB^s 31(120)011 PSfOj £1 
gSfrfe ^ttS BP. #31 CIS AHb{(200). #3| §^ AH lfl(1 50). % AhgXI PC(100)fe ## #61 LHI^?|BL4i°J gCH£! ¥1X1011 dHxI^Cf. &<^™ 
°M AHtH(150)fe #3| °ie AHm(200)UI0ll S^g 4£ 2ta. #31 A^A> PC(1 00)S| USB &S 3l(120)fe 331 ^££1 33|g 

3h£!0. SE #31 USB 31(120)^ ^ XJI^SJAfSJ ®& SSOIIAH. 3^2J £sM SSfflff &SS0I e^£JCH 2^3. ±®Si aS3^ 
LHS9CH AO. 

#3| USB gfs 3l(120)fe MdHS CPU £fe SIEIS CPU OI#g §SfB PCCHI #s>S^ S^^ah *h §fi|^ oi( Ho t Plug-in)^ M SH 3 CHI d}^ « 
&I0I3I- 3^mCH. <y^^o^ Ul^?-I3 AH tH A|^gjO||£ 2}g3^Sha. 

£ 1011 SiOi AH . AhgXf PC(100)^ U¥°l XI1 1 Si S(1 10)011 AH USBSffi 31(120)8 3H^AH ojs AH m (200)UI¥°J XII2 S6iS|^(210)S XII1SJ 
^&&s>m 013IAH USB 31(120)21 ^e^fer 8UIXI \0QX\mS\ ^0\M S»tta. 01 USB &s 31(120)21 

XI1 1 S6J AH^M #5H #31 AHbH(150)^ s^@a. S>il UIM^IB ^!E| A|^^UI2J oj§ AHtH(200)fe #3| AH W(150)^¥92J S^OI 
#3| USB^^ 3|(120)m0l|AH USB 3I(120)2J ^^«1SS 461 oh 01 XHSetCK OsCHI eiS AHW(200)^ X1I2 g6!2JS(210)0IIAH 
USB &m 31(120)^ XII2xH^g SSH Slsg 46iSh0i 

S ^921 ^EJ #Xlfe ££Uh AHbH2J §3^0)1 CHS USB 5§ 31(120)21 A>X||B £&. 01^ XH31l3h nf^£JCH£f 

£ £§01 5^m£^ ( PJg AHtH(200)CHI ^S^li S*tl #gJ^a. £ SSfll3||2| ^XJI §y Ef°|g fl» A|£ A>^!£ CH§3|| 6h3l ^I6H 

^t*j S^s^ ^ Qi §^ APHI A|^ ^O. 3 £13 Oiy© ^SAI^CHI A|£ & 4= Slfe ^sl ^4B Xlie&a. 01 Oil 218101. 

5142J 2J^ SjJI- £^ AiaZ.^. £fe iSJ5!42J 21J\\S\&, 0101 AH#@ QsL QIOIHg ^XJISrOI CH 0I#2J 2^AI£3f S3^Sh 

3}| fita. 

SE» USB £^(120)21 ^£21 SIH9IICH 3I2J 53S1AIZJOS ojgH ffffl ^pj^ a| 2.1-01 CH^ ^CHX|£^ shU2J dl^ffl^M %0\ ^9J5hfeQI ifi 
» ^CH Aiem iJ3il » 4= SlOi 3I2J S9i#M S#AI2iO. 



OlXil. £ 2« S ^§21 ^AIOIIOII CCISf ¥61 S6! LHIH^)30IIAH 3I« ^^A|3lfe sg£3h £AI£ICH 

^31^ ^ijCHIAH AiSX>fe ^SOIU Af^#2J S6161°^¥Ej 3fgJ^611E|2| 9jg AHW(200)^ S6!£!2| S£§ ffa. 01 OH MgAf PC(100)fe A| 
Sd2i^l& 012SI HlstS #EH0ICf. 3^ MgA>3f 321 PC(100)0II USBgm 3I(120)S 4f8J&a(^H 1). 01 IDI A^X}3f 321 afsoii 

#3| ^gj1 21 # EH Oil AH AJSJF PC(100)3h USB &s 31(1 20)B ^SH AHbH(150)CHI S^s fi^ffCK^il 3). 01 Oil M&5\0\ AHdH(150) 
AhSXF PC(100)2J USB 3I(120)S^H 1>S ^^eisM Sgeci. #31 ^^SIS^ 9Jg AH0H(200)°1 XII2 g6!2J^(210)CHIAH 5 

5H3IB a#Sta. 3£I3 AHtH(200)U S61 MSAHI AH (220)^ XIICH SfOII X||2 §6lSi^(210)3h #3| S3H3IB OlgSrOI S^AHtH(150)» S6H 

usb &s 31(120)011 aeecK^a 5). 
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3*. USB 31(120)fe &3| AI2 S£JS1S(210)S¥E| 2£9 USB§3H3I(120)« SH^©*3 AH£g &Sg§ **&&CH±W 7). Ol OH A^gXf 
PC( 100)21 USB 3l(120)fe SIS AHtH (200)011 AH 3|£f °J§ AHtH(200)0il Mt« S4=S Olgmoi »fi»BO. 01^1 Ai, USB&S 3|(120)LH 
Oil XHSS Safe MgXfOII 216H e^SCH AHSSO. 3*. A*g» PC(100)fe Ol g^SSi AHtH(150)S g5H £lg AHW(20 

o)oii aeecK^u 9). ojpiah. 2j§ AHtH(200)oii aioh^ usb 31020)011 g3H3is oisstoi a^s^si gj^oii bjsh sh 
bis eaasa dai gfsamoi ahw(2oo)oii a&e 4- 210. 

3* °]g Aim(2oo)fe &ssoi §&et ^ 21x121 o\^m m^m^m 11). ^eassj a^s^s m&zw usbm 9i(i20)3> ttdstsci- 
s 3 &m 3i(i20)B e!ge*:n(±si 13). 3gxi sds s^m aaectteH 15). 



coy ah s &3011 s\m sxi si on sishs. Ahgxf PC2f eie Aim^oiife 31s g^e UA3I- 243 »s*z*si s<yoiife g;>H3i£f 

»3SE>0I 2P1I8*H£ &s 313* $At£J>IU S^EUI SffeCh 9^. ShHSIJCH 3121 aigJ£S3* SaElfe 3^ SEfe AHtH §2*01 2ig 3.^011 Q\ 
Allg ^ €j»a 4 s SID. 

e gjgsi ^Aioiife 0HAI2J 9\m 5±°^, oi ji^somhi/h g&2j Ai^g 3fs #2*2, e sahiahoii oiiais 3i^si m$\m mm 4=9, £ 

3. CHXfl ¥3h3h 3^» 20IQ. 

(57) »?2| 
1. 

&fi 31 SdlSxIOil SiCHAH, 

±92| 3I» XOShte HI1 S£lsJS2f 3I3U<5|°S 3>{g& Oh = 9IIO|3|£A| gJ^BSa S4= * 32| S^AI^S Jll&SfS^ £ 

xlSUSB B£ 3IS SS& AhgXf PCS*, 

&3i a}§» pc2f BM % n\2 m&n^m mm s^siw usb &s 3121 s&s*fe s^ahuis}, 

&3I AHtfiS¥E|2| SgBfe &£§g »£I8*3 °Jg6*3| &3| USB &s 3IS £H£ISH= §£JsJ^2} g^SSI XH&1S ¥l& §t!5£ 

A-ji ah m s eis AHtns s&th fss^ mfe 3i aaisxi. 



S^?&2. 

»l 1»(HI SICH AH. ^31 AhgXI PC 21 USB &s 3lfe 3^21 m& S!^2J- &s3h 2J^@ SI^S 2§ offe &s 31 ^dlS 

XI. 



S^&3. 

AfgXI PCCHI USB &s 3|g ^sja^fe HI B3II; 

^31 MgTJ PC3I- AHtHg g8H 2Jg AHhH0]| &lg AH tH CHI fi^offe XHI2 &3j|; 

^31 fl|2 E+3II0II e^ohOI oig AH tHfe AhgXF PC^¥9 53H3IMAH ^. 2^5^ JII3 B3}|; 

CH, &3| AlgXJ PC2J USB 3lfe 53H3IM OlgofOI 0 J§S§ ^SJfe HI 4 £3(1; 

#31 g^a^M ^31 USB 3|^^Ei ^31 AH tH § goH ^3| eJg AHtH Oil S^ohfe H5 &3j|: 

^31 210 AH tHB %218h01 ^31 USBgfS 3|3h ft^Sf^D^ ^31 AHtH3f 3 gm 3|g filSShfe »I6 S&S SigSS 31 

^dl^S. 

S?&4. 

»I3 9011 2iCH AH, 

^31 M4 & 3|| Oil AH ^3| All 2 S^sJ^OilAH oH^fe All 7 Q3jlg SSS 5!S 6^ 31 ^dl^S. 

5. 

3313 erotl 2iCH AH, 

&3I THIS &31|0i|AH «teim01 313^ S^SFSIXI Sfa^ S^M 3H§5hfe 8fe All 8 &3||g ^gog Shfe 31 &d|^S. 

1 
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